CAPABILITIES & PLAN OVERVIEW

Safetica On-Prem

Intelligent Data Security.
Powered by Al.

Full control. No compromise.

Safetica On-Prem delivers Intelligent Data Security with complete control
over your deployment, giving you full ownership of data protection,
compliance, and deployment.

Built for highly regulated and restricted environments, Safetica enables
you to protect sensitive data, reduce insider risk, and maintain compliance,
without relying on cloud infrastructure.

safetica

Capabilities & Plan Overview

Insights (policy-triggered)
Al summary
Smart insights

Similar insights and suggestions

UCX X X<

Insight lifecycle

Data Classification

Safetica data classification
Smart tags

User-applied tags

Data discovery of data-at-rest

Predefined data classifications

CAKK XK

Third-party classification tags
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OCR - sensitive content detection in
images

OCR - secondary character set
Customizable content analysis (file types)

Content-focused classification templates
& predefined rules

Data Classification history 24 Months

Data Loss Prevention

Data flow audit \
Data policies \
Email policies \
External device policies \
Data destination management \
Blocking and notification policies \
Volume-aware policies \
Shadow copy of incident-causing files \
SSL inspection for extended DLP support \
Data destination suggestions X

Insider Risk Management

User activity Audit: App usage, website

visits, email traffic b
Behavior analysis \
Email traffic visibility \
Application policies \
Website policies \
Automated app and web categorization \
Custom app/website categories \

Cloud Data Protection

Microsoft 365: Exchange Online and \
Outlook email policies

Microsoft 365: Data flow audit \
Microsoft 365: Visibility for files shared N
from M365

Microsoft 365: Policies for sharing files N
from M365

Google: Data flow audit \
Google: Visibility of files shared from N

Gdrive



Google: Policies for sharing files from

<%

Gdrive

In-cloud content analysis x *
Real-time incident alerts Vv
Security Audit report Vv
Predefined layouts v
Custom private layouts Vv
Custom shared layouts Vv
Max number of reports Up to 30
Max layouts per report Upto5
Report frequency D,W, M, Q
Report date range Up to 3 Months

Integrations
Entra ID

Active Directory
Google Workspace

SIEM

<L LKL

Data analytics (PowerBI, Tableau, etc.)

Max number of admin accounts Unlimited

Data retention Dependent on Server/SQL free space
Single sign-on (SSO) Via OpenAuth

Multifactor authentication (MFA) Via OpenAuth

Local file operations TBD

*In-cloud content analysis can be added for an additional fee. Contact sales.

Request pricing, schedule a demo or speak to a Safetica expert
to learn more about Safetica On-Prem.

Safetica is a global leader in Intelligent Data Security. Our Al-powered

platform unifies data protection, insider risk management, complianc
readiness, and data discovery—without disrupting business workflo
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https://www.safetica.com/request-pricing
https://www.safetica.com/demo

